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Project Number P-000252-01 HB 167:2006

Proposal 1 x Revision International Publication To
Adopt

P-000252-01 PMG Approval Date

Proposal Number P-000252 Publication Date

Designation HB 167:2006 Development Phase 01. Project Approval

Title Security risk management Product Type Handbook

National Committee MB-025 Security and Resilience Interim Standard

Sector Public Safety, Public Administration, Business and
Management

NCC Project No

Project Type Revision Other Legislative Reference No

Project Status Proposal NCC or Legislation Description The HB167 is not under legislation but is referenced in
Commonwealth and State policy documents such as the
Protective Security Policy Framework and the Defence
Security Principles Framework.

Project Complexity Medium No

Engagement Manager Evaluation  

Yes

They will be aligning the handbook with ISO 31000 which
has already been adopted.
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This is a revision of HB 167 Security Risk Management
which is widely used across government, training
institutions and private industry for security risk
management, education and planning.

The current HB is aligned to the old AS/NZS 4360 and
needs to be updated to AS ISO31000.

Due to its wide usage in industry, training, and government,
it needs to stay current and aligned with the standard it
refers to (AS ISO 31000).

The primary issue is to have alignment with the AS
ISO31000. It also requires some updating to reflect current
security and intelligence practices. There is no scope
change to the original document. This Handbook is not a
Standard, rather it provides guidance material based on the
tried and proven risk management methodology of AS/NZS
4360:2004. The AS ISO 31000:2018 had been adopted as
the Australian Risk Standard and the handbook now needs
to be aligned to the current model Risk Model and that of
AS 5050 Managing Disruption Related Risks.

The aim of this updated Handbook is to provide a guide for
the application of AS ISO 31000 to the security domain to
meet current industry and government requirements and
generate an improved understanding of how security risk
management can be used for a range of activities from
developing a system for a ‘greenfield site’ to enhancing
existing well-established security programs.
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